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Type Track Presentation Title Abstract

Panel Cyber Governance Acquisition 
Updates/Training for 
Industry

Building better buying power and vendor relationship management is the focus of 
this presentation. This breakout session provides an excellent training opportunity 
while giving an update on doing business with AMC. Attendees gain a first-hand 
understanding of upcoming near-, mid- and long-term priorities.

Breakout Cyber Security Actionable Intelligence in 
Credentialing

Learn how the cyber security surrounding the professional credentials that you take is more 
dynamic then you thought. Pearson VUE, as the industry leader, will discuss security threats 
and how testing programs are keeping pace. We will share security breakthroughs, which 
includes Palm Vein biometrics, Deep Web Harvesting for cheaters and other actionable 
intelligence gathering capabilities

General 
Session

Cyber Security The Inheritable Cloud 
Security Model (ICSM) – 
Security Analysis Tool (SAT)

The need for a unified Cloud and Security Framework that includes elements of commercial 
best approaches that include the myriad of federal governance, regulatory and compliance 
enhancements are a major detractor for adoption. This session will introduce the concept of 
an inheritance to logically show security controls mapped to common Cloud architectures to 
include the blending of the NIST, CSA, DoD and (IC). The adaptation of the Cloud Risk 
Management Framework (CRMF) and the Trusted Cloud Overlay (CTCO) are utilized to 
show how a single security control can compromise an environment. The implementation of 
the trust boundary concept from the CRMF and CTO provides the ability to construct 
detailed analysis by Cloud service and the selection of security products based on the 
concept of continuous monitoring. A short description presentation followed by a physical 
demonstration will provide attendees with the ability to manage the growth of cyber-security 
analysis with Cloud.

Breakout Cyber Security Cyberspace – Russia’s New 
Attack Front

This session will provide a detailed look at the recent campaigns that Russia has been 
performing in cyberspace. We will be focusing on the activates of the two-major hacking 
group: APT28 and APT29. For each of these groups, we will show examples of the tools and 
tactics, the targets involved and how successful they were on each campaign.

Panel Cyber Security The Cyber Tasking Cycle is 
the Foundation of Cyber 
Capability Development

Cyberspace operations are complex and require integrated efforts of many teammates to 
synchronize effects to support DoD assigned combat and support missions. The Cyber 
Tasking Cycle (CTC) provides a foundation around which to organize OCO, DCO and 
NetOps as well as the rest of the DOTMLPF requirements for military operations. This panel 
will explore innovations that large and small businesses are bringing to cyber operations built 
around the CTC.

Breakout Cyber Governance Cybersecurity: A Strategic 
Look. Lessons from the 

Just as in war, cyber security technology is a means to victory rather than an end in 
and of itself: It's your strategy that sets the stage for winning. Using timeless 

Breakout Cyber Security The Enemy Within: 
Detecting and Mitigating 
Insider Threats

Learn about how ransomware might actually save you from other insider threats, like rogue 
employees, abusive administrators, hijacked accounts, and hackers.

Breakout Cyber Security DoD Cyber Security Range The mission of the DoD Cyber Security Range is to provide the DoD enterprise with a 
capability-realistic replication of the DoDIN at multiple classification levels to support 
Exercising, Training, and Testing needs. The development and deployment of the CSR v2.0 
architecture is a cloud-based solution that leverages Software Defined Networks, allowing 
the creation of a customers required network in days instead of weeks. Beyond the obvious 
increase deployment speed times, the CSR v2.0 is able to manage a hybrid solution of 
physical hardware and virtual machine components, which is entirely transparent to the user. 
This allows us to leverage hardware more efficiently, and deploy more virtual equivalents to 
substantially reduce cost. One of the many wins the CSR provides DoD is the new virtual 
capabilities (Virtual JRSS Stack, Virtual IAP and Virtual MPLS) being delivered this year for 
exercise and training by our customers
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Breakout Cyber Security Risk, Requirements and 
Cyber Project Success

This will be an interactive discussion of best practices to predict, measure and control risks 
in all projects, not just cyber projects.

Breakout Cyber Security Moving Beyond Two-Factor 
Authentication: The Role of 
Context and Risk-Based in 
Authentication

Two-factor authentication - once the bellwether solution for all things password related - has 
run its course and reached the end of its useful life. Usability issues and human tendencies, 
i.e. the move to more convenient, mobile based methods, have driven many agencies and 
organizations to seek out new alternatives. So what lies next on the horizon? Crossmatch's 
Jeff Carpenter, CISSP, CCSP, explains the current landscape and challenges, and how new 
mobile, biometric, risk-based, behavioral and context-related technologies are not only 
strengthening the security landscape, but positively changing the convenience game for your 
users. What do you need to do to prepare for the coming wave? Is this an evolution or a 
revolution, and who is leading the way toward real solutions for the future?

The mandate is clear: modernize and cut costs by moving systems to the cloud. But the path 
to security compliance in the cloud is anything but. Without evidence of security, there’s no 
authority to operate. And with no ATO, the migration comes to a halt.

The Risk Management Framework published by the National Institute of Standards and 
Technology offers much needed guidance, but it doesn’t do the work. You need help to 
operationalize the RMF in the cloud if your migration is ever to be complete.

In this session, Hugh Barrett, CISSP, CSSLP, Vice President of Technical Solutions, Telos 
Corporation, explains the intricacies of deploying systems in the Amazon cloud and 
introduces valuable solutions to secure cloud workloads and leverage the RMF to 
demonstrate and document compliance with NIST standards. The solutions and processes 
outlined in this brief can reduce the time to ATO by as much as 50%.

Breakout Cyber Security DoD Cyber Security Range The mission of the DoD Cyber Security Range is to provide the DoD enterprise with a 
capability-realistic replication of the DoDIN at multiple classification levels to support 
Exercising, Training, and Testing needs. The development and deployment of the CSR v2.0 
architecture is a cloud-based solution that leverages Software Defined Networks, allowing 
the creation of a customers required network in days instead of weeks. Beyond the obvious 
increase deployment speed times, the CSR v2.0 is able to manage a hybrid solution of 
physical hardware and virtual machine components, which is entirely transparent to the user. 
This allows us to leverage hardware more efficiently, and deploy more virtual equivalents to 
substantially reduce cost. One of the many wins the CSR provides DoD is the new virtual 
capabilities (Virtual JRSS Stack, Virtual IAP and Virtual MPLS) being delivered this year for 
exercise and training by our customers

General 
Session

Cyber Security The Art of Cyber 
Intelligence

Tom Kupiec, SMS CISO, will provide a rare glimpse into the intelligence domain discussing 
cyberspace, defensive and offensive operations, cyber intelligence, cyber targeting and 
cyber hunting. Tom is one of the very few CISOs that can explain the differences between 
these domains and the tradecraft used in each area, having served as the Senior National 
Geospatial-Intelligence Agency Cyber Security Officer for over 12 years. Tom will highlight 
the top Advanced Persistent Threats (APT) over the past several years, identify the world’s 
top four cyber “bounty” hunters, and show you some real world examples of cyber 

Breakout Cyber Security Assessing Cloud Based 
Systems Using the RMF, 
Xacta, and EA4C

General 
Session

Cyber Security Blockchain-enabled 
Assured In-Transit Visibility 
and Logistics Planning

Increasingly global logistics and shipping networks are being enabled by Internet of Things 
(IoT). A variety of infrastructure components are critical to ensuring that materiel is 
transported to a destination correctly in the right place and at the right time. These 
components may include sensors, location detection technologies, digital manifests, logistics 
planning and tracking systems, and supply chain awareness methodologies. In this 
presentation, we propose the emergence and usage of Blockchains, Distributed Ledgers, 
and Smart Contracts and their applications relevant to the AMC and USTRANSCOM 
missions. We will discuss usage applications both inside the DoD, as well as with mission 
partners, external suppliers and stakeholders.
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Breakout Cyber Technology A Proven Methodology for 
Implementing Cloud-
enabled IT Infrastructure

Cloud Migration EdgeTM is SAIC’s Redefining IngenuityTM for a proven and comprehensive 
methodology that underpins the successful migration of applications to a cloud environment. 
CME’s modular design offers cloud adoption flexibility holistically as an end-to-end approach 
or a targeted solution to enter one or more processes at any point. Its formalized cloud 
computing knowledge base, tools, processes, and ITIL-aligned best practices guide the 
migration lifecycle with ongoing improvement, utilizing a comprehensive business 
transformation approach. Whatever the clients’ cloud-computing needs are, SAIC’s CME 
enables a tailorable “fit-for-purpose” application migration approach to any “cloud” service 
and deployment model.

Breakout Cyber Technology Application Migration to the 
Cloud Using a Disruptive 
Technology, Secure 
Containerized Microservices

Directed by the Secretary of the Air Force CIO in January 2017, urgent recapitalization effort 
is underway to transition the Air Force’s current and future applications onto new, and more 
stable platforms in the cloud to enable “As a Service” environment. As the Air Force moves 
toward Software-as-a-Service as the preferred software distribution model, there is a need to 
re-architect monolithic applications to more service-oriented, independent modules of 
services called microservices which are packaged in containers. The containerized 
microservices will help the Air Force exploit the power of cloud – agility, resilience, and 
elasticity – in a cost effective manner. This session provides an overview of best-practices 
for re-architecting monolithic applications to containerized microservices, how the use of 
containers can help improve overall security management, and benefits to the Air Force.

Breakout Cyber Technology Predictive Analytics in 
Cyber Security

The presentation will cover Data Analytics and Big data technology such as machine 
learning to discuss how these technologies can help in building cyber framework for 
proactive monitoring of networks. The latter part will include forensics for law Enforcement 
agency.

General 
Session

Cyber Security Mobile Security in DOD 
environments

This session will cover the changing landscape of mobile systems from Windows CE to 
Windows 10, Android, and iOS. The focus will be alternatives available and hard lessons 
learned trying to deliver solutions that meet both internal customer needs and IA concerns. 
The wireless Mobile Device Management (MDM) systems commonly employed for 
smartphones are not suitable for many mobile devices on internal DOD systems. A 
discussion of security features and versions of new mobile operating systems (OS) will be 
covered.

General 
Session

Cyber Security Blockchain-enabled 
Assured In-Transit Visibility 
and Logistics Planning

Increasingly global logistics and shipping networks are being enabled by Internet of Things 
(IoT). A variety of infrastructure components are critical to ensuring that materiel is 
transported to a destination correctly in the right place and at the right time. These 
components may include sensors, location detection technologies, digital manifests, logistics 
planning and tracking systems, and supply chain awareness methodologies. In this 
presentation, we propose the emergence and usage of Blockchains, Distributed Ledgers, 
and Smart Contracts and their applications relevant to the AMC and USTRANSCOM 
missions. We will discuss usage applications both inside the DoD, as well as with mission 
partners, external suppliers and stakeholders.


